Werkwijze om in te kunnen loggen op oudere versies ComfortKey Tridium regelaars met
de nieuwste Java.

Voor ComfortKey Tridium regelaars release 3 versie 3.2.23 of hoger en lager of gelijk aan versie
3.8.213 moet de java versie hoger zijn dan 8 versie 151.

Als browser Internet Explorer versie 11 gebruiken. U moet na inloggen en soms bij
menuwisselingen op “I Accept.... en Run” bij een beveiligingswaarschuwing klikken.

Versie Firefox moet lager zijn dan 41.02. Browser Chrome ondersteunt Java niet meer.

Java moet wel goed ingesteld zijn:

1 Instructie om Java 8 versie 151 of hoger goed in te stellen voor ComfortKey
Tridium regelaars.

Werkwijze:
Alle browsers afsluiten.
Via Java.com nieuwste versie Java installeren. Meestal is uw browser niet 64 bit. Installeer dan ook

de niet 64 bit versie van Java.

Na installatie start het programma Javacpl.exe als administrator.
Dit bestand vindt u in de volgende directory op de C-schijf.

Klik met rechtermuis op bestand javacpl.exe en kies als administrator uitvoeren.

= T T 0 WA - E—
@ O-\ | » Computer » OS(C) » Program Files (x86) » Java » jrel.80_151 » bin »
Organiseren ~ | Openen Branden Nieuwe map
4 05(C) n Naam Gewijzigd op Type Grootte
apps - o T o
- & jaas_ntdll 27-11-2017 13:20 Toepassingsuitbrei... 20 kB
> e -
= . &' jabswitch.exe 27-11-2017 13:20 Toepassing 31kB
> ). Drivers
& javadll 27-11-2017 13:20 Toepassingsuitbrei... 125 kB
> @ Gebruikers ) .
Tt | java.exe 27-11-2017 13:20 Toepassing 187 kB
> | Intel
B java_crw_demodll 27-11-2017 13:20 Toepassingsuitbrei... 24 kB
MSOCache
) ¥ JavaAccessBridge-32.dll 27-11-2017 13:20 Toepassingsuitbrei... 126 kB
> | OneDriveTemp
¥ javacpl.cpl 27-11-2017 13:20 Configuratiescher... 157 kB
PerfLogs
5 & | javacpl.exe 27-11-2017 13:20 Toepassing 70 kB
> rogram Files
L . Files (86 @ javafx_fontdll Openen 57 kB
4 rogram Files (x 1 . —
<] Ao @ javabcfont 2kdll ' Als administrator uitvoeren 438 KB
> ) obe L ibilitei
E @ javabciiodil Compatibiliteitsproblemen oplossen 126 kB
> | CounterPath 7-Zip 3
. B/ java-rmiexe 16 kB
> | Creative CRC SHA G
Dell | javaw.exe 188 kB
> 1) X
. . | javaws.exe Process Directory 265 kB
> @ Dell Digital Delivery &) il Encrypt for sharing... -
@ Internet Explarer ' i Open Dell Data Protection Encryption... -
. & JAWTAccessBridge-32.dll 15 kB
vinees @ Copy to pCloud Sync 4
@ jdwpdil [T i 161 kB
I Java . Scan with Sophos Anti-Virus .
) o jfrdil 23 kB
@ jrel80.151 media.dl Aan de taakbalk vastmaken -
; xmedia.
@ bin @) Aan het menu Start vastmaken N
. & jhowebkitdll 5 . 43.298 kB
@ client _ Vorige versies terugzetten
) A/l jjsexe 16 kB
@ dtplugin . Kopiéren naar ’ -
plugind o jlidil 156 kB
= .
b @ jp2iexp.dil Knippen 204 kB
=] -
. ) B jp2launcher.exe (e 82 kB
Microsoft Office )
Snelkonnelina maken
Kies tab Advanced
] Java Control Panel = |
General|| Update | Java | Security | Advanced
About
View version information about Java Control Panel.
Network Settings
Netwark settings are used when making Internet connections. By default, Java will use
the network settings in your web browser. Only advanced users should modify these
settings.
‘
Temporary Internet Files
Files you use in Java applications are stored in a special folder for quick execution later.
Only advanced users should delete files or modify these settings.
Java in the browser is enabled.
See the Security tab
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Loop de volgende instellingen na en kies daarna Apply:

|£ Java Control Panel = DY

| Gen.erall Upd.a.tel J.aval Security| Advancedl

Debugging
i~ ] Enable tracing
"] Enable logging
"] showr applet lifecycle exceptions
Java console
Show console
Hide console
----- | Do not start console
Default Java for browsers
: Microsoft Internet Explorer
Mozilla family
Shortcut Creation
") Always allow
Always allow if hinted
Prompt user
Prompt user if hinted

|3

m

JNLP File/MIME Association

) Never allow
Application Installation

(@) Install if hinted
Install if shortcut created

- ) Install if hinted and shorteut
4 1 | »

’ oK H Cancel ] Apply

.

|2 Java Control Panel l = ﬂ

| General | update | Java | Security | Advanced;

b

Application Installation
(@) Install if hinted
Install if shortcut created
Install if hinted and shortcut
) Never install
Execution Environment Security Settings
-[] Allow user to grant permissions to signed content
Show sandbox warning banner
Allow user to accept JNLF security requests |
Don't prompt for client certificate selection when no certificates or only one exist:
[¥] warn if site certificate does not match hostname
----- [ show site certificate from server even if it is valid
Mixed code (sandboxed vs. trusted) security verification
(@) Enable - show warning if needed
Enable - hide warning and run with protections
Enable - hide warning and don't run untrusted code
| Disable verification (not recommended) | O
Perform signed code certificate revocation checks on
~) Publisher's certificate anly
All certificates in the chain of trust
_ Do not check (not recommended)
Check for signed code certificate revocation using
") Certificate Revocation Lists (CRLs)
Online Certificate Status Protocol (OCSF)
)) Both CRLs and OCSP 5

1 |

m

’ oK H Cancel ] Apply
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|£] Java Control Panel [ = ﬁj

| General | update | Java | Security || Advanced

Check for signed code certificate revocation using -
~) Certificate Revocation Lists (CRLs)

Online Certificate Status Protocol (OCSF)

----- @) Both CRLs and OCSP

Perform TLS certificate revocation checks on

" Server certificate only

All certificates in the chain of trust

| Do not check (not recommended)

Check for TLS certificate revocation using

~) Certificate Revocation Lists (CRLs)

Online Certificate Status Protocol (OCSF)

--@) Both CRLs and OCSP

Advanced Security Settings

----- [] Enable the operating system's restricted enviranment (native sandbox)

-{¥] Use certificates and keys in browser keystore

Enable blacklist revocation check i
|| Enable caching password for authentication

----- [T use 5L 2.0 compatible ClientHello format
Use TLS 1.0

Use TLS 1.1

-[¥] Use TLS 1.2

Miscellaneous

----- [ store user settings in the roaming profile
----- |:| Place Java icon in system tray o

----- ['] Suppress sponsor offers when installing or updatina Java
4| m | »

m

]

’ oK ” Cancel ] Apply

Open de tab Security, loop de instellingen na en kies Apply.

De http adressen van die locaties die benaderd moeten worden in de lijst met uitzonderingen gezet
worden.

Ifies hiervoor de knop Edit Site List...:

|£] Java Control Panel @_li—ﬁj

| General | Updatel Java || Security | Advanced|

Enable Java content in the browser

Security level for applications not on the Exception Site list
(") Very High

Only Java applications identified by a certificate from a trusted authority are
allowed to run, and only if the certificate can be verified as not revoked.

(@) High

Java applications identified by a certificate from a trusted authority are allowed to
run, even if the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.

Edit Site List...

Restore Security Prompts ] [ Manage Certificates... ]
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Edit Site List... , kies Add:

Exception Site List

Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.

Click Add to add an item to this list.

Add
Ukw FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

Exception Site List

Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.

Location
Jnttps: /i

Add Remove
Ukw FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

Kies Add na ieder adres

Exception Site List

Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.

Location

"l [http://10.10.10.10/

Add
Uls FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

Kies Continue bij Warning

Security Warning - HTTP Location

Including an HTTP Location on the Exception
Site List is considered a security risk

|
!

http://10.10.10.10

Locations that use HTTP are a security risk and may compromise the personal
information on your computer. We recommend including only HTTPS sites on the
Exception Site List.

Click Continue to accept this location or Cancel to abort this change.

Cancel
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Als alle ip adressen zijn toegevoegd kies oke.

|£ | Exception Site List ﬁ

Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.

. Location

e [hitp://10.10.10.10

Uls FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

Open Internet Explorer 11 en voer IP adres in in de adresbalk.

Na inlog en af en toe tussendoor komt deze melding.
Kies dan I accept the risk .... en knop Run.
Security Warning {&J

Do you want to run this application?

) 'E Publisher: Tridium Inc
— Location:  http://188.203.158.230

Running this application may be a security risk

Risk: This application will run with unrestricted access which may put your computer and
personal information at risk. The information provided is unreliable or unknown so it
is recommended not to run this application unless you are familiar with its source

The certificate used to identify this application has expired.
More Information

Select the box below, then click Run to start the application

I:‘ I accept the risk and want to run this application. Run




